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Acceptable Usage Policy 
Harold’s Cross NS 

 
Reviewed and amended in January 2024 by staff and the Board of Management 
 
Sanctioned on              05.03.2024 
 
Signed: Denis Smith, Acting Chairperson 
 
 

Digital Learning Vision 
 
Acknowledging the vital role of integrating Digital Learning into learning and teaching, our 
school is committed to preparing students for life and work in a 21st Century Society. Our 
Digital Learning mission statement is as follows: 

 
Harold’s Cross NS is dedicated to unlocking the potential of digital technologies, striving 

to enhance teaching, learning, and assessment. This dedication aims to empower 
students in developing a versatile skill set, enabling full participation in the 

contemporary 21st-century society and economy. 
 
To achieve this, we must establish appropriate structures, provide resources, and skilled 
personnel to ensure that students have ample opportunities to acquire key skills throughout 
their primary school journey. Ensuring that, by the end of 6th class, students possess essential 
skills and a robust foundation in Digital Learning competencies to support their learning and 
transition to post-primary education. 
 
Realising this vision requires recognising the roles of students, teachers, school leaders, and 
parents/guardians. Future planning will take place with an acknowledgement that each 
group’s role is varied and significant. 
 
Pupils 
 

●​ Use Digital Learning to open up new forms of learning and collaboration to support 
different styles of learning. 

●​ Experience joy, satisfaction and success in their education and lifelong learning. 
●​ Actively engage in learning, both in and out of school. 
●​ Accept ownership of their learning, involving the ability to be self-directed decision 

makers who manage their priorities in and out of school. 
●​ Use technology confidently to achieve personal learning goals and to succeed in 

various learning activities. 
●​ Use digital resources critically, ethically and responsibly. 
●​ Use assistive technologies appropriately to enhance their learning experiences. 
●​ Develop and embed their digital skills throughout their school career. 
●​ Demonstrate a sense of ownership and collective responsibility for the care and 

maintenance of all digital equipment. 
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Teachers 
 

●​ Take a more facilitative role, providing student-centred guidance and feedback, and 
engaging more frequently in exploratory and team-building activities with students. 

●​ Use Digital Learning to support an enquiry process and enable students to work on 
solving complex real-world problems by engaging in collaborative project-based 
learning activities that go beyond the classroom. 

●​ Support students to create and innovate so that they are engaged in managing their 
own learning goals and activities. 

●​ Accept ownership of their own professional learning and, where appropriate, design 
and participate in learning communities that make extensive use of technology. 

●​ Use digital technology to plan collaboratively and share resources. 
●​ Assist pupils in developing their digital skill set and understanding of digital 

citizenship. 
●​ Foster and demonstrate a sense of ownership and collective responsibility for the care 

and maintenance of all digital equipment. 

School Leaders 

●​ Take a proactive role in planning how they will effectively embed Digital Learning in 
teaching, learning and assessment practices. This means involving the entire school 
community in developing a Digital Learning plan that takes into account the CPD 
needs of teachers, and the views and insights of students and parents/guardians. 

●​ Strengthen existing relationships with the wider community,  in particular, connecting 
more with parents/ guardians and students in their homes through the use of digital 
technology. 

●​ Address the digital divide by ensuring equal access to digital technology for the pupils. 
●​ Adopt a forward-looking perspective in acquiring technology and ensure that all 

devices and digital resources possess educational significance. 
●​ Foster and demonstrate a sense of ownership and collective responsibility for the care 

and maintenance of all digital equipment. 

Parents/Guardians 

●​ Engage with children’s learning through the use of digital technologies. 
●​ Collaborate with and participate in school activities and programmes using Digital 

Learning. 
●​ Foster and demonstrate a sense of ownership and collective responsibility for the care 

and maintenance of all digital equipment. 
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AIM: 
The aim of this Acceptable Usage Policy is to ensure that the pupils of Harold’s Cross National 
School will benefit from learning opportunities offered by the school’s digital resources in a 
safe and effective manner. Use of and access to digital resources is considered a school 
resource and privilege.  Therefore, if the school AUP is not adhered to this privilege will be 
withdrawn and appropriate sanctions – as outlined in the AUP – will be imposed. 
 
SCHOOL STRATEGY 
The school will employ a number of strategies in order to maximise learning opportunities 
and reduce the risks associated with the Internet.  The strategies are as follows: 
 
Internet Access -Pupils 
●​ Pupil access to the Internet will be provided and only permitted upon submission of 

permission form by parents of students. (signed by parents on acceptance of a place 
in Harold’s Cross NS) 

●​ Internet sessions will always be supervised by a teacher and Internet usage will be 
monitored regularly. 

●​ Students and teachers will be provided with training and guidance in the area of 
internet safety. 

●​ The use of personal data storage devices in school requires a teacher’s permission. 
●​ A filtering system is currently in use via the NCTE in order to minimise the risk of 

exposure to inappropriate material. 
●​ Uploading and downloading of non-approved software will not be permitted. 
●​ Students will observe good “netiquette” at all times and will not undertake any actions 

that may bring the school into disrepute. 
●​ The school has developed its Anti-Bullying Policy with specific reference to cyber 

bullying and this must be adhered to by all students. 
●​ Students will use the Internet for educational purposes only and will not visit 

inappropriate sites (i.e. those containing obscene, illegal, hateful or otherwise 
objectionable materials), social networking sites or other sites that were not part of 
their teacher’s lesson directions. 

●​ Students will not use chrome add-ons or other website extensions without explicit 
permission from their teacher.  

●​ Students will never disclose or publicise personal information pertaining to 
themselves or others. 

●​ Students will be made aware that any usage, including distributing or receiving 
information, school related or personal, may be monitored for unusual activity, security 
and/or network management reasons.  

  
Children First National Guidance 2017 and the Anti-Bullying Procedures provide that in cases 
of serious instances of bullying where the behaviour is regarded as possibly abusive, a referral 
may need to be made to Tusla or An Garda Síochána as appropriate. Where school personnel 
have concerns about a child arising from alleged cyber- bullying behaviour but are not sure 
whether to report the matter to Tusla, all mandated people may seek advice from Tusla in 
accordance with the procedures set out in chapter 5 of the procedures. 
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Safe use of the Internet – Staff: 
Web access is provided for school use. Reasonable personal use is permitted provided it is 
lawful, ethical and takes place outside of teaching time. 
It is every teacher’s responsibility to ensure they use the internet safely and are au fait with 
the school’s Acceptable Usage Policy. 

Staff should not view or download anything that others may find offensive, illegal, obscene 
and defamatory. This includes, but is not limited to  pornography, racism, and terrorist sites. 

Staff should not download anything that is likely to be covered by copyright. This includes, 
but is not limited to music, pictures, software and movies.  All clips shown to pupils will be of 
an educational nature and previewed by the teacher prior to pupil viewing. 

 

Email –Staff: 

The school’s email systems are provided for school use. Reasonable personal use is permitted 
provided it is lawful and ethical.  The school reserves the right to monitor school emails to 
ensure compliance with policy. Staff/pupils should note that once a message is sent, one has 
no further control over who reads it. 
 
Protocols 
Staff are to use the same care drafting an email message as they would use when writing a 
letter or memo on headed paper. 
A message should be concise, relevant and sent only to the people that need to read it. 
Any communication which makes one feel uncomfortable, is offensive, discriminatory, 
threatening or bullying in nature should not be responded to. The Principal/Deputy 
Principal/or Digital Leader should be immediately informed. 
Personal email accounts should not be used for any school business or communication. 
 
Sensitive or confidential information such as IEPs should be encrypted and sent only 
internally and to relevant parties, using school email addresses.  Pupil logs should contain 
initials rather than names and only be shared between relevant parties. 

At the end of the school year, providing up to date copies have been sent to the office, IEPs 
and other confidential files which contain sensitive information should be deleted from 
laptops and online storage (Google Workspace) where pupils will no longer be in the same 
teacher’s care.  

Do not send or forward anything that is illegal, obscene, or that others may find offensive, 
may be defamatory or harassing.  Do not circulate non- school related material using the 
school email system.  

Email- Pupils: 

●​ Students will only use approved class email accounts which are monitored by a 
teacher. 

●​ Students will note that sending and receiving email attachments is subject to 
permission from their teacher. 
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●​ Students will not send or receive any material that is illegal, obscene, and defamatory 
or that is intended to annoy or intimidate another person. 

●​ Students will not reveal any personal details such as addresses, telephone numbers or 
pictures via email. 

●​ Students will never arrange face-to-face meetings with someone they know only 
through emails or the Internet. 

 
Internet Chat 

●​ Students will only have access to chat functions, discussion forums or other electronic 
communication forums that have been approved by the school. 

●​ Any chat forums visited must be educational in nature and used for educational 
purposes. 

●​ Internet chat will always be supervised by a teacher. 
●​ Pupils may only “chat” to members of the @haroldscrossns.ie community. 
●​ Usernames will be used when necessary to avoid disclosure of identity. 

 
Data Protection Responsibilities: 
All teachers are responsible for ensuring the confidentiality of a student’s data. 
Staff must ensure they log out of your user account when not in their classrooms and at the 
end of each day. 

Substitute teachers are to use the Visitor account on laptops.   

Passwords are not to be disclosed to anyone other than Digital Learning Lead/Principal. 

No student information may be held on external storage devices such as USB sticks.  

When distributing sensitive information codes/abbreviations rather than names are to be 
used. 

If personal data (data that identifies a living individual) is processed in the course of a 
teacher’s work, this must be done in accordance with General Data Protection Regulation 
(GDPR) May 2018. 

Sensitive information is not to be viewed in public areas. 

Any printed documents containing sensitive information are to be collected promptly from 
the printer in person and teachers to use the code release on the main photocopier whenever 
possible. 

School Website 
●​ Students may create projects, artwork or schoolwork for publication on the internet. 
●​ The publication of student work will be coordinated by the class teacher and overseen 

by the Digital Lead/Website Lead. 
●​ Personal pupils’ information will be omitted from school web pages. 
●​ Pupils will continue to own the copyright on any work published. 
●​ Teachers will select work to be published and decide on the appropriateness of such. 
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FILTERING 
Websites accessed on the Schools Broadband Network go through a level of filtering to try to 
ensure that inappropriate sites are excluded.  Websites are put into categories, which in turn 
are divided across the filtering levels. Access to a website depends upon its category, and the 
filtering level that a school has applied for.   
 
There are 6 levels of filtering and all 6 content filtering levels are designed to block content of 
an illegal or pornographic nature.   
 
Harold’s Cross is currently using Level 4 filtering.   
 
 
Safe use of the school network and digital technologies 
It is every teacher’s responsibility- 

●​  To maintain hardware in their use and report any faults as they occur to the relevant 
party.  

●​ To maintain all equipment used in good working order and any issues reported to the  
Digital Lead. 

●​ To ensure all digital equipment is turned off fully at the end of each school day.  
●​ To ensure all devices such as laptops and ipads are stored in the office safe during 

school holidays and locked in drawers or cupboards when the classroom remains 
unlocked overnight or at weekends.  

●​ Students using their own technology in school should follow the rules set out in this 
agreement. 

 
ARTIFICIAL INTELLIGENCE (AI) 
In an evolving digital landscape, Harold’s Cross N.S. embraces the role of Artificial Intelligence 
as a tool to enrich teaching and learning, while remaining committed to the highest 
standards of data privacy and ethical responsibility.  The following principles outline how we 
integrate Artificial Intelligence into our educational framework to enhance the learning 
experience for both students and staff. 
 
INTEGRATION AND SUPPORT 

●​ The school recognises the potential benefits of Artificial Intelligence (AI) in education 
and is committed to its responsible and ethical use within the learning environment. 

●​ The school supports teachers through training and professional development to 
enable the effective and appropriate use of AI tools in teaching and learning. 

●​ Any AI tools used by the school will align with educational goals, support learner 
agency, and promote critical thinking and skill development. Where appropriate, AI 
technologies may be integrated into the curriculum to enhance learner outcomes and 
learning experiences. 

●​ The school will regularly review the use and impact of AI on teaching and learning and 
will make adjustments to its practices based on evaluation and feedback to ensure 
continuous improvement. 

ETHICAL USE AND DATA PROTECTION 

●​ The school is committed to promoting the ethical and responsible use of Artificial 
Intelligence (AI). Staff and learners will receive guidance on the appropriate use of AI 
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technologies, including awareness of data protection, potential bias in AI-generated 
content, and the importance of verifying information. 

●​ Only AI tools that comply with data protection legislation may be used within the 
school. Staff and learners are strictly prohibited from entering personal, sensitive, or 
confidential information into any AI system without appropriate authorisation. 

●​ Staff and learners must not use AI technologies to create, share, or distribute content 
that is illegal, obscene, defamatory, abusive, intimidating, or otherwise harmful. AI 
must not be used in any way that could cause harm to members of the school 
community or bring the school into disrepute. 

PROMOTION OF DIGITAL LITERACY AND CRITICAL THINKING 

●​ The school promotes digital literacy and critical thinking to help learners understand 
AI, its implications, and responsible use. This includes developing data literacy, 
verifying AI-generated information, and recognising potential biases in AI tools. 

●​ The school will strive to select AI systems that operate  with fairness, transparency, and 
accountability. 

●​ Learners must not use AI generated materials or tools for homework or independent 
study unless explicitly directed by a teacher, as the primary goal of homework is to 
assess the student’s independent understanding. Any sanctioned use of AI must be 
supervised and involve age-appropriate tools. 

●​ Learners and teachers must properly attribute AI-generated text and images if used in 
assignments, or teaching materials. 

 

 
 
LEGISLATION: 
The school will provide information on demand on the following legislation relating to use of 
the Internet which teachers, students and parents should familiarise themselves with: 
 
❖​ Data Protection Acts 1988 to 2018 and General Data Protection Regulations (GDPR)  
❖​ Copyright and Related Rights Act 2000  
❖​ Child Trafficking and Pornography Act 1998 and Criminal Law (Sexual Offences) Act 

2017 
❖​ Children First Act 2015  
❖​ Harassment, Harmful Communications and Related Offences Act 2020 (Coco’s Law)  
❖​ Criminal Damage Act 1991  
❖​ Online Safety Framework 

 
SUPPORT STRUCTURES 
When appropriate, the school will inform students and parents of key support structures and 
organisations that deal with illegal material and harmful use of the Internet. 
Staff are reminded/updated about internet safety regularly and new staff and students 
receive information on the school’s Acceptable Usage Policy as part of their induction.  
Student teachers are provided with a copy of the school’s Acceptable Usage Policy.  
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Online Learning During School Closures 

During times of unexpected closures, the school will have systems in place to provide 

materials, resources, reassurance, advice and support on a regular basis to all pupils where 

possible. 

 
Teachers will provide guided materials and assignments through use of email, Seesaw or the  

Google Classroom and the opportunity for regular face-to-face, online contact between 

pupils and teachers will be arranged. Parents will be encouraged and guided where 

necessary in supporting their children during learning at home. In lieu of congregating 

within the school building, meetings between staff members will take place at agreed times 

using the school’s agreed video conferencing platform.  

 

It is expected that students, staff and parents will use any online platform in a professional 

and ethical manner for the purpose of teaching, learning, assessment and the provision of 

holistic support only. In order to ensure that both students and staff benefit from this way of 

teaching, all contact between staff, parents and pupils via email, Seesaw or the Google 

Classroom will be of a professional nature, relating directly to educational issues. All protocols 

included in the school’s current AUP regarding online behaviours are applicable to HCNS 

home learning and online contact between the school, its staff, parents and pupils.  

 
 
 
 
Sanctions: 
Misuse of the Internet/digital learning devices may result in disciplinary action, including 
written warnings, withdrawal of access privileges and, in extreme cases, suspension or 
expulsion.  
The following outlines the stages of sanctions.  
 

1.​ Verbal warning from teacher. 
2.​ Principal contacted and written warning sent to parents - detention may be given. 
3.​ Withdrawal of access to devices for a period of time (1 day - 1 month). The period 

of time is to be agreed by the Principal/Digital Lead/Class Teacher. 
4.​ In extreme cases, suspension or expulsion. 

 
In certain situations, depending on the severity of the misdemeanour, sanctions may be 
immediately accelerated to stages 2, 3 and 4.  
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The school also reserves the right to report any illegal activities to the appropriate authorities. 
 
Review and Implementation: 
 
This policy was reviewed by the Digital Learning Team in January 2024. 
 
 
 
 
 
 
 
PERMISSION FORM 
 
Please review the attached school Internet Acceptable Use Policy (AUP), sign and return 
this permission form to the Principal, Harold’s Cross National School. 
 
Name of Pupil:​ ​ _________________________ 
 
Class:​ ​ ​ ​ _________________________ 
Pupil 
 
I agree to follow the school’s AUP on the use of the Internet.  I will use the Internet in a 
responsible way and obey all the rules explained to me by the school. 
 
Pupil’s Signature:​ _________________________​ Date:  _______________ 
 
 
Parent/Guardian 
 
As the parent or legal guardian of the above pupil, I have read the Acceptable Use Policy 
(AUP) and grant permission for my son/daughter or the child in my care to access the 
Internet.  I understand that Internet access is intended for educational purposes.  I also 
understand that every reasonable precaution has been taken by the school to provide for 
online safety but the school cannot be held responsible if pupils access unsuitable websites. 
 
I accept the above paragraph   □​ I do not accept the above paragraph   □ 

(Please tick as appropriate) 
 

 
In relation to the school website, I accept that, if the school considers it appropriate, my 
child’s schoolwork may be chosen for inclusion on the school’s website.  I understand and 
accept the terms of the AUP relating to publishing children’s work on the school website. 
 
I accept the above paragraph   □​ I do not accept the above paragraph   □ 

(Please tick as appropriate) 
 
 
Signature :​ ​ _________________________​ Date:  _______________ 
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Address:​ ​ _________________________​ Telephone:  ___________ 
 
​  
​ ​ ​ _________________________ 
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LETTER TO PARENTS/GUARDIANS 
 
 
Dear Parent/Guardian, 
 
As part of the school’s education programme we offer pupils supervised access to the 
Internet.  This allows students access to a large array of online educational resources that we 
believe can greatly enhance students’ learning experience. 
 
However, access to and use of the internet requires responsibility on the part of the user and 
the school.  These responsibilities are outlined in the school’s Acceptable Use Policy  (copy 
attached).   It is important that this document is read carefully, signed by a parent or guardian 
and returned to the school. 
 
Although the school takes active steps to promote safe use of the Internet, it recognises the 
possibility that students may accidentally or deliberately access inappropriate or 
objectionable material. 
 
The school respects each family’s right to decide whether or not to allow their children access 
to the Internet as defined by the school’s AUP. 
 
Having read the terms of our school’s AUP, you may like to take a moment to consider how 
the Internet is used in your own home, and see if there is any way you could make it safer for 
your own family. 
 
Yours sincerely, 
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